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Management Summary

ShinyHunters should not be viewed only as a breach brand. In the Salesforce context, the group is better
understood as a signal of a broader shifttoward SaaS-native extortioninwhich attackers prioritize identity
compromise, real-time social engineering, and authorized-looking access rather than malware-heavy
intrusion chains. The operational lesson is that high-value business data can now be stolen from cloud
platforms through trust abuse alone.

Salesforce's own security guidance makes the mechanism clear. In March 2025, Salesforce warned that
threat actorswere using vishing and phishing to impersonate IT support, steal credentials and MFA tokens,
or direct users to the connected-app setup flow to authorize a malicious app. In some observed cases, the
malicious app was a rebranded version of Data Loader. In January 2026, Salesforce expanded the picture
further by describing how phished IdP credentials or hijacked sessions can be used to move laterally into
Salesforce and exfiltrate data through bulk reports, APls, or downloads.

ReliaQuest's September 2025 and February 2026 reporting is important because it connects these
patterns to ShinyHunters and shows how the playbook is maturing. The reporting describes Salesforce
credential harvesting, Okta- or SSO-themed phishing pages, phone-guided adversary-in-the-middle
phishing, impersonating domains, and possible overlap or collaboration with Scattered Spider-style
tradecraft. The strategic conclusion is that the real risk is no longer only a single actor, but a repeatable
attack model that turns one successful identity event into broad SaaS access and immediate extortion
leverage.

Key Takeaways
e The most important trend is identity-to-SaaS compromise without the need for traditional malware
deployment.

¢ Salesforce data theft is commonly enabled by vishing, credential theft, MFA interception, or malicious
connected-app authorization rather than by platform exploitation.

e ShinyHunters matters because it demonstrates how credible extortion actors can operationalize this model
at scale against high-value business platforms.
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1. Why This Trend Matters Now

The ShinyHunters Salesforcestoryline is best understood as atrend report on SaaS -native extortion rather
than as a narrow actor profile.

For many organizations, Salesforce contains some of the most commercially sensitive data in the enterprise:
customerrecords, revenue pipeline, contract information, support cases, internal notes, and strategic account
context. That makes it a high-value extortion target even when attackers never touch a domain controller or
deploy ransomware.

What makes the current trend serious is that the theft path is often operationally simple. A successful vishing
call, a phished SSO session, or a malicious connected-app authorization can produce legitimate-looking
access to large volumes of business data. That bypasses many traditional assumptions about what an early -
stage intrusion should look like.

ShinyHunters has become an important case because public reporting ties the group to Salesforce-focused
campaigns and because the methods described are reusable by other financially motivated actors. The report
therefore focuses on the playbook itself: how access is gained, how trust is abused, and why this model scales.
Assessment

¢ Theissue is not only actor attribution, but a repeatable attack path against SaaS data.

e CRM and customer-data theft can create immediate legal, commercial, and reputational pressure.

¢ |dentity compromise now provides a direct route to monetizable enterprise data.
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2. ShinyHunters as the Lead Case, with Attribution
Caution

ShinyHunters is the central case study, but the reporting also requires careful attribution language.

ReliaQuest reported on September 15,2025 that ShinyHunters had resurfaced with attacks targeting Salesforce
and had used tactics such as Salesforce credential harvesting, Okta-themed phishing pages, vishing, and
malicious connected apps. The reporting also explored circumstantial evidence of overlap or collaboration with
Scattered Spider-style operations, including domain-registration patterns and shared social-engineering
tradecraft.

That attribution caveat matters. The most defensible reading is not that every related campaign can be cleanly
assigned to one stable actor label, but that a cluster of English-speaking financially motivated operators is
converging on the same methods. In practice, that means defenders should focus more on the playbook than
on the brand.

Even with that caution, ShinyHunters remains a useful anchor for this report because the group illustrates the
business model well: steal high-value SaaS data quickly, apply extortion pressure, and rely on identity and trust
abuse rather than on loud malware operations.

Attribution Notes
e Use ShinyHunters as the lead example, but preserve attribution nuance.
¢ ReliaQuest highlights possible overlap with broader social-engineering ecosystems.

* The more important defensive question is whether the technique works, not which label is most precise.
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3. The Core Attack Chain

The Salesforce theft model follows a compact and repeatable sequence from reconnaissance to data
exfiltration.

Salesforce's January 28, 2026 guidance describes a growing pattern in which threat actors first identify
organizations using centralized SSO and then gather employee names, phone numbers, titles, and support
information from public sources. That reconnaissance supports a believable pretext, often framed as IT or
security support.

The next stage is identity compromise. Salesforce describes attackers directing users to fraudulent IdP pages,
capturing usernames and passwords in real time, and then synchronizing the phishing flow with the legitimate
MFA challenge. Once the user completes the process, the attacker can intercept session cookies or bearer
tokens and access the SaaS session without needing another approval step.

After access is established, the actor moves directly to data theft rather than to traditional post -exploitation.
Salesforce explicitly notes that attackers may use the session to run bulk reports, query APIs, or download
sensitive business data. In other words, the kill chain can stay almost entirely inside trusted application

workflows.

Attack Chain
e Reconnaissance is often business-focused rather than purely technical.
¢ Real-time phishing orchestration is designed to defeat ordinary MFA workflows.

¢ Once the identity layer is broken, SaaS data can be accessed through legitimate platform features.
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4. Vishing, AiTM Phishing, and Subdomain
Impersonation

The social-engineering layer is central because it turns identity trust into direct SaaS access.

Salesforce's March 12,2025 blog and January 2026 identity-compromise guidance both emphasize voice-based
social engineering as a critical enabler. The attacker poses as IT support or security staff, pressures the victim
to take immediate action, and uses a live phishing flow to steal credentials, MFA factors, or session material.

ReliaQuest's February 26,2026 reporting adds an important evolution: branded subdomain impersonation and
mobile-first, phone-guided adversary-in-the-middle phishing. In that model, the victim is pushed through a
realistic SSO or Okta-themed workflow while the attacker operates the real authentication path in parallel. The
result is rapid compromise of valid SSO sessions that can unlock multiple SaaS platforms at once.

This matters because the attacker no longer needs to compromise Salesforce directly. Compromise of the
upstream identity trust relationship may be enough, and the same pretext can be reused across several high -
value applications.

Social Engineering Layer

* Phone-based persuasion is not peripheral; it is often the main intrusion mechanism.

e SSO-themed phishing infrastructure allows attackers to scale trust abuse across SaaS platforms.

e The trend favors actors who are fluent, fast, and operationally confident rather than those relying only on
malware.
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5. Connected Apps as the Exfiltration Mechanism

Connected-app abuse is one of the most important technical details because it converts user trust into
durable data access.

Salesforce's March 2025 guidance states that threat actors have in some cases lured users to the
login.salesforce.com setup flow to add a malicious connected app. In observed cases, Salesforce noted that
the app could be a modified or rebranded version of Data Loader published under a different name and
branding.

ReliaQuest's September 2025 reporting mirrors that pattern and describes attackers using apps disguised as
legitimate business tools to steal sensitive Salesforce data. This is strategically important because it makes the
exfiltration path appear operational rather than overtly malicious. The attacker may gain access through an
approved or user-authorized mechanism rather than through code execution on the endpoint.

For defenders, connected-app abuse is a crucial reminder that permission and OAuth governance are now part
of core incident prevention. A single bad app approval can provide access to the data the actor actually wants,
even if the rest of the environment remains comparatively untouched.

Technical Pivot Point

e Connected-app governance is now a frontline security control, not a secondary admin task.

e Rebranded business tooling can make malicious access appear ordinary to users.

e OAuth and API-level access can outlast the initial social-engineering moment if not revoked quickly.
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6. Why Salesforce Data Is So Valuable

The extortion value of Salesforce comes from concentration of business-critical data rather than from
technical novelty.

Salesforce often acts as a convergence layer for commercial and relationship intelligence. Customer records,
sales opportunities, support histories, account ownership, pricing context, and internal notes can all become
leverage for extortion, reputational harm, or follow-on social engineering.

Unlike someinternal systems, CRM data is also easy to weaponize in communications. A threat actor who can
name clients, contracts, pipeline details, or unresolved customer issues gains immediate credibility in

extortion, media pressure, and secondary targeting. That is one reason SaaS-data theft can be strategically
powerful even without encryption.

The business impact is therefore broader than pure confidentiality loss. Exposure can create legal response
pressure, customer churn risk, board-level scrutiny, and operational distraction across sales, customer
service, legal, and communications teams.

Business Value to Attackers
e CRM theft creates both direct data exposure and high-pressure business leverage.
¢ Detailed customer context can amplify extortion credibility quickly.

* The blast radius extends beyond security into revenue, legal, and executive functions.
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7. Detection and Threat Hunting Implications

Detection has to shift toward identity, app authorization, and business-process anomalies instead of
looking only for malware.

Salesforce's guidance recommends reviewing login history for unusual geographic or |P patterns, monitoring
bulk data exports and APl usage, and using Shield Event Monitoring and Transaction Security where available.
Those controls matter because the attacker often stays inside legitimate application behaviors.

Threat hunting should also include suspicious connected-app authorizations, OAuth token creation, unusual
report execution, abnormal use of Data Loader-like tooling, and identity-provider anomalies that line up with

support-themed or phone-driven phishing reports. The identity provider and Salesforce logs must be read
together rather than in isolation.

A practical lesson from this trend is that a clean endpoint does not mean a clean incident. In SaaS -native theft,

the most meaningful evidence may be in login telemetry, app-consent history, export patterns, and support-call
context rather than in malware artifacts.

Detection Priorities
e Correlate IdP and Salesforce logs as one attack surface.
e Bulk reports, API spikes, and new connected apps are high-signal hunt leads.

* Do not let the absence of malware reduce incident urgency.
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8. Recommendations and Outlook

The right response is to harden identity, reduce app trust, and assume that SaaS extortion will keep
scaling.

In the short term, organizations should prioritize phishing-resistant MFA at the identity layer, enforce tighter
login and network restrictions for Salesforce, review who can authorize or manage connected apps, and reduce

powerful permissions such as broad data-access and APl-enabled roles wherever they are not strictly
necessary.

Incident response should be updated to treat Salesforce and the upstream IdP as a shared response zone. If
compromise is suspected, teams should be ready to revoke IdP sessions, reset credentials, re-enroll MFA,
revoke OAuth tokens and connected-app sessions, and investigate export activityimmediately.

Looking ahead, the most likely evolution is not a retreat from these methods but a wider criminal adoption of
them. ShinyHunters is important because it shows that extortion groups do not need traditional on -network

dominance to cause major damage. As long as SaaS environments remain identity-led and app-connected, this
playbook will remain attractive.

Recommended Actions
* Move toward phishing-resistant MFA and stronger identity assurance for Salesforce access.
e Treat connected-app approvals and OAuth sessions as critical control points.

e Plan for broader adoption of SaaS-native extortion across multiple actor sets.
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